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An Overlooked Problem

 OWASP Top Ten

 2004: Access Controls were the #2 issue

 2007 (current): Access controls hold both the #4 
and #10 spot

 WASC Security Statistics

 Two of the top four discovered vulnerabilities 
are related to access controls.
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An Overlooked Problem
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Sage Software as a Service
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Why Do They Show Up So Frequently?

 Wide range of possible vulnerabilities and 
practices

 Horizontal permission boundaries

 Vertical permission boundaries

 Static file access

 Cross domain request permissions 
(crossdomain.xml)

 Application resource rights

 Use case access controls – date, IP address, 
location, etc.
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Why Do They Show Up So Frequently?

 Application scanners can’t detect them

Courtesy of http://www.webappsec.org/
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Why Do They Show Up So Frequently?

 Manual Detection

 Parameter manipulation

 Flow-based manipulation

 GET vs. POST

 Step retracing

 State machines

 Static file access

 Solutions cannot be ad hoc

 Global framework

 Documented, repeatable processes
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In-Depth: Parameter Manipulation

ViewStatement.aspx?accountnum=12342
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In-Depth: Parameter Manipulation

ViewStatement.aspx?accountnum=12354
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In-Depth: Flow-Based

 GET vs. POST
protected void Page_Load(object sender, EventArgs e)

{
if (!Page.IsPostBack)
{

check_access();
... application logic ...

}
else
{

... logic to execute on PostBack ...
}

}

check_access();
... logic to execute on PostBack ...

}
}
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In-Depth: Flow-Based

 Step Retracing

2. User Enters
Password

1. User Enters
Username

3. Application 
Processes Login
Information

4. User is
Authenticated3.5. The attacker returns 

to the username entry and  
types in “admin”
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In-Depth: Static File Access

/tmp/12343.txt
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In-Depth: Static File Access
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How Do We Fix It?

 Global unified framework

 Accountability

 Appropriate security exercises

 Documentation!
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