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Access Control Issues




An Overlooked Problem

» OWASP Top Ten

= 2004: Access Controls were the #2 issue

= 2007 (current): Access controls hold both the #4
and #10 spot

» WASC Security Statistics

= Two of the top four discovered vulnerabilities
are related to access controls.

__wr
2 SECURITY PS




An Overlooked Problem

September 6, 2000 11:40 AM PDT
IKEA exposes customer information on catalog site

By Troy Waolverton
Staff Writer, CMET Mews A post a comment

e furnishings retailer IKEA closed its online catalog order site last

* 1 f after a privacy breach made the personal information of tens of
Sage shows why bigcos can't be cands of s customers availabls onine.
trUSted Wlth Saas nformation had been exposed since at least Monday morning, when an

Posted by Phil Wainewright @ 3:42 am customer uncnfu'ered an unprnt_ected d_atahase file cnnt.ammg cu;tnmer

Fds. The file, which was accessible until yesterday evening, contained the
es, addresses, phone numbers and email addresses of customers who
red IKEA catalogs.

February 11th, 2000

Categories: Development, ERP, Europe, Security, Uncategorized

Tags: Security, Accounting, Software-as-a-service, Software Company, Sage Live......

) noe = | & = SRS
28 6T November 7, 2005 6:15 PM PST

e fret of L1ZZa chain caught without fully baked security

David-and{ By Joris Evers

Staff Writer, CMNET Mews B 7 comments
Papa John's has beefed up security for its Web-based e-mail system after
the pizza chain learned that internal e-mail and customer data had been
exposed.

ADD o)

Related Stories

Separating myth from
reality in ID theft The leak at the Louisville, Ky-based pizza chain made internal corporate
October 24, 2005 e-mail and thousands of customer comments available to anyone with a Web
........................................... browser. The customer comments were submitted between Sept. 29 and
Mov. ¥ and included names, addresses, phone numbers and e-mail
addresses of customers.

ChoicePoint: We're sorry for
data leak
March 15, 2005
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Sage Software as a Service

l ction tveryone oup - Windows Internet txplorer

ﬂ htkps; fivw, sagelive, co, ukfportalfserver, ptropen=space&name=Tree&psname=CommunityEditor&psid=2 1 &cached=truedin_hi_userid=71Z&subspace=EveryoneTreeSecurity 1 1&control=3tart TreedRool

Section Everyone Group

Search: | I any chject __}J

Groups and Users in the Everyone Group.

= Q Admin Objects Directory a
= ﬁ Active Directory
= ﬁ Groups to Delata
m Administrative Resources
E Default Experience Definition
= q Experience Definition Objects
m Portal Resources

= q Publisher

W Published Content Portlats

]

m Roles and Users

ﬁ Sage

= ﬁ Beta Test Users

|

= ﬁ Common
m Images
m Templates

E % Global
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Why Do They Show Up So Frequently?

» Wide range of possible vulnerabilities and
practices

= Horizontal permission boundaries

Vertical permission boundaries

Static file access

Cross domain request permissions
(crossdomain.xml)

Application resource rights

Use case access controls - date, IP address,
location, etc.
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Why Do They Show Up So Frequently?

» Application scanners can’t detect them

T. 1 The probability distribution of vulnerabilities detection according to WASC TCwvl
classes
% ALL % Scans % Black & WhiteBox
Authentication 1.17% 0.02% 20.82%
Authorization 1.28% 0.07% 19.01%
Client-zside Attacks 33.13% 31.17% 69.37%
Command Execution 8.15% 7.328 27.859%
Information Disclosure 31.78% 30.429% 56.54%
Logical Attacks 0.90% 0.20% 13.92%
B0 0%
70 00% -
80 0% -
=0.00% -
Al
40 s Scans
Black W hiteliox
0 00% -
20 00% -
10 00% 4
0 00% — , == . . I . e t— :
Authenti cation  Sutharizston Clisrt-sicde o caremi=nicl Infor mati on Logical Antacks
Artocks Execution bBrsslosire Coyrtesy of http://www.webappsec.org/
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Why Do They Show Up So Frequently?

» Manual Detection
= Parameter manipulation

= Flow-based manipulation
» GET vs. POST
» Step retracing
» State machines
= Static file access
» Solutions cannot be ad hoc

= Global framework

= Documented, repeatable processes
|
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In-Depth: Parameter Manipulation

EE' c o (l_, |http:ffwww.bustedbank.com!onIinebankin SiewStaternent.aspxlaccountnum=1234

| | BustedBank /

S
\", Busted ViewStatement.aspx?accountnum=12342

Al T
a Member FDIC

site searc [

PERSONAL

To Account Namess# From Account Mame/s# Amount Diate
12343 12342 11M13/2008 6:07:11 PM 1.0000
12342 12343 11M13/2006 6:07-16 PM 20000
12343 12342 21212007 9:56:39 AN 100000.0000
12342 12343 21212007 10:02:47 AM 1000000000.0000
12343 12342 20212007 10:03:27 AM 1000000000.0000
12343 12342 11132006 6:06:28 FM 1540.0000
12343 12342 11132006 6:06:28 FM £130.0000
12343 12342 11/M13/2006 6:06:28 FM 3261.0000
12342 12343 11/13/2006 6:06:28 FM 3871.0000
12343 12342 11M13/2005 6:06:28 PM 1109.0000

> Accounts 12342 12343 11M13/2005 6:06:28 PM 4635.0000

» : f:;';ﬁtﬂ'” Pay 12342 12343 111 3/2005 6:06:28 PM 1511.0000
> Open a New Account 12342 12343 11M13/2008 6:06:28 PM 12590000
* Customer Service

Download Statement

__wr
8 SECURITY PS




In-Depth: Parameter Manipulation

EE - C X N ( L] | http:ffwww.bustedbank.com!onlinebar1kir1I..""u"ie1.-.r5tatemEnt.aspx?accountnum:lBSAiI

| | BustedBank x|
«— T

\ ) Busted LYi_(_ewStatement.as px?accountnum=12354

Mot a Member FDIC
il

|
==

To Account Name'# From Account Names# Amount Ciate
12355 12354 1113420086 6:06:25 PM S70.0000
12354 12355 111342008 6:06:25 PM 4585.0000
12355 12354 111342008 6:06:2% PM 1859.0000
12355 12354 111342006 6:06:25 PM 3770.0000
12354 12355 111342006 6:06:25 PM 1060.0000
12354 12355 11132006 6:06:25 PM 2085.0000
12354 12355 111342006 6:06:25 PM 47730000
12354 12355 1113420086 6:06:25 PM 4561.0000

Download Statement

Accounts

Online Bill Pay
Logout

Open a New Account
Customer Service

Wow oW oW W
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In-Depth: Flow-Based

» GET vs. POST

protected void Page_Load(object sender, EventArgs e)

{
if (IPage.lsPostBack)

{
check_access();
... application logic ...

}

else

{
chesEi@t6%%Eeute on PostBack ...

} - logic to execute on PostBack ...
1)
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In-Depth: Flow-Based

» Step Retracing

=)

A2

3.5. The attacker returns
to the username entry and
types in “admin”
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In-Depth: Static File Access

eusieq zan_

.3 |
. : IR cinput name="tetfield™>| 000 [l<input ig="cti00_binSearch’
name="ctiD0SbtnSearch™>

To Account Namef# From Account Name/# Amount Date
12343 12342 11132006 5:05:28 PM 1109.0000
12343 12342 11132006 6:07:11 PM 1.0000
12342 12343 11132006 5:07:16 PM 2.0000
12343 12342 222007 9:55:39 AM 1000000000
12342 12343 222007 10:02:47 AM 1000000000.0000
12343 12342 222007 10:03:27 AM 1000000000.0000
12342 12343 11M 320086 5:06:28 PM 4535.0000
12342 12343 11132006 5:05:28 PM 1511.0000
12343 12342 11132006 5:05:28 PM 1540.0000
: gﬁﬁﬁ:“&ﬁl bay 12343 12342 11/13/2006 6:06:28 PM 4130.0000
> Logout 12343 12342 11M 320086 5:06:28 PM 3261.0000
= Open a New Account 12342 12343 11M 32008 5:06:28 PM 1259.0000
> Customer Service 12342 2 11/13/2006 6:06:28 PM 3871.0000
zinput id="file” name="fill}"> | Amp/12343. tet |

=Zinput id="ctl00_mainCo
Download State

/tmp/12343.txt
||

1003mainContentibtn_Download™s
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In-Depth: Static File Access

VoW v oW W

Opening 12350:bxt |.

You have chosen to open
| 12350. 6t

which is a: Notepad++ Document
from: http://www.bustedbank.com

~ What should Firefox do with this file?

Accounts

Online Bill Pay
Logout

Open a New Account
Customer Service

Motepad++ : a free (GMNU) source code... - ] L
L 1109.0000
() SaveFile il 1.0000
i 2.0000
[] Do this automatically for files like this from now on. 100000.0000
1000000000, 0000
1000000000, 0000
I oK I ’ Cancel 4635.0000
1511.0000
= === = —§, 1540.0000
= 12343 12342 11132006 6:06:28 PM 4130.0000
12343 12342 11M 32006 6:06:28 PM 3261.0000
12342 12343 111132006 6.06:28 PM 12559.0000
12342 12343 11132006 6:06:28 PM 3871.0000
<input id="file" name="file"> |#tmp/12343 tet |

<input id="ctl00_mainContent_btn_Download™ name="ctlD03mainContentSbtn_Download™=

Download Statement |
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How Do We Fix It?

» Global unified framework
» Accountability
» Appropriate security exercises

» Documentation!
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